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Automation

and Information Systerms Learning goals and Time Schedule

Technical University of Munich

Understand and be able to apply

» The specific requirements and challenges of field level agents like dependability,
real-time characteristics regarding Cyber Physical Production Systems (CPPS)

« The most beneficial applications for field level agents

 How to develop DT by MAS and model their knowledge?

* Frequently used MAS pattern on field level

Time Schedule (CET time)
09:00 — 09:50 Background theory
09:50 — 10:00 5 min Q & A and 5 min feedback

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Automation

oo Information Systems Industry 4.0 architecture and scenarios AF and OCP T”TI

Technical University of Munich

Data processing for humans

Assistance systems for
engineering

Data processing and
integration for humans

Communication and
data consistency

Appropriation of necessary data
for configuration, production, e
negotiation

World wide distribution of data, high ’
availability, access protection

Data consistency about different
,Stakeholders® in different engineering
phases and crafts

Architecture models (e.g., reference
architecture for 14.0 / RAMI4.0) for a
category of aggregation/modules related to
properties, capabilities, interfaces...

14.0 scenarios

7

Intelligent products and
production units

Production units with inherent
capabilities

"\ Data analysis of process and alarm
data and connection with
engineering data

Adaptable Factory (AF):
Self-adapting flexible production units

to new product requirements and
faulty equipment, structural changes

Digital networks and interfaces for
communication (between machine, human and
plant, plant and plant)

Order Controlled Production (OCP):
Description of PPR, e.g., ontology, for
independent analysis, presentation, organization
and execution of a production process

Source: B. Vogel-Heuser, G. Bayrak, U. Frank: Forschungsfragen in "Produktautomatisierung der Zukunft". acatech Materialien. 2012.
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pulbmeaton State of the art- agents in CPS/CPPS

and Information Systems
Technical University of Munich

TUTI
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A technical agent is an encapsulated (hardware
entity with specified objectives.

and with other agents (VDI/VDE 2653-1)

An agent endeavours to reach these objectives through its
autonomous behaviour, in interacting with its environment

/ software)

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Automation Field of application Field control systems T”Tl

and Information Systems
Technical University of Munich

« Control of production processes like transport, forming, injection molding, sorting

« Control decisions
open-loop control like interlocking - combination of sensor and actuator results in
actuator activation as well as closed loop control

* Constraint
due to cost and robustness (evolvability over decades) totally distributed control
based on consumer market devices not accepted

» Integration of process-specific functions of plant safety and personal protection
« Time response: Strong requirements

- Response times: 10ms <x <1s

- Synchronization: 100 y s <x <100ms
« Dependability: safety of humans and machines

» Operating system, hardware, programming environment: PLC, CNC, IPC,
embedded systems; Programming languages: Mostly IEC 61131 and C, C#, l
rarely C++

* Need for real-time and dependable agents
= Restricted negotiaton & communication time
= Restricted autonomy (action space) to ensure dependability

Field stems
Exec turing

[based on: Lider, A. Systems Engineering; 2018]
Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 7
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Automation
and Information Systems

Technical University of Munich

Software-evolution is the key —

engineering as a basis for the software-evolution

© AIS TUM

| 20-50 Years | Mechanics (Context)
| | =~ Automation hardware incl.
A lg—tu=inyens .} | Electric (Platform)
Development I | | | Software
and Design 1 |
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VA % \ Nl . » Inputs
s\ _.'t’/ ......... [+ ! JAC VARV AV S
| : | .
Operation | Automation Technical L
~ Commissioning 1045 Years o0 | Commissioning after Process PLC-Code |+ Process ||
Entire System | Sensors/ Actuators |  Re-Engineering (context) Execution =< Data
I 8-12 Year T I
I I
Microcontroller ;
: i Yeaﬁg : f\ctuator signals ’?ut‘puts
| |
HMI
|1|5 Years Uﬁ : \ / \ J
| Chips |
15 Vo) | IEC 61131-3 Languages
| e Cyoe > Sequential Ladder Function Block
Function Chart Diagram Diagram
Importance of Software in production automation : Byl
9% of a machine is software (cost) (VDMA 2008) i
20% (average) up to 50% of engineering costs for aPS software Structured il
(2012) Text s
25% (average) engineering costs (forecast 2015) E%J;l_igarg&vm)m ANDNVar
ar arb) STQUT

Source: B. Vogel-Heuser; J. Folmer; C. Legat: Anforderungen an die Softwareevolution in der Automatisierung des Maschinen- und Anlagenbaus. In: at —
Automatisierungstechnik, 62(3), 3/2014
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o o sysemsINfOrmMation architecture: AT pyramid, Diabolo and RAMI 4.0 T”TI

Technical University of Munich

Automation pyramid Reference Architectural Model
1980- 2000 Industrie 4.0 (RAMI 4.0)
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and Information Systems
Technical University of Munich

Automation Why Agents in the Automation? T”Tl

Performance Class Type Processors Cloud/loT RA
Agents using Al to
. High
coordinate deployment o | Large
. performance : Data Harmonization
other high level . . Cluster Computational ki Aonts
s g = Infrastructures .
organizational tasks
.«’-:,"\' -"/f'\‘\ ;""IA o
Agents using Al to handle IPCs Multicore x64 ] [
o . (Industrial PCs) w
specific tasks regarding the
process
Skills (Functions) that can be (5 B3| 1 PLCs Multicore x64 \ 4
handled by an Agent. Small [\ / s Singllf%COfe x64 _—
. ulti-Layer
Agents with Al (not state of PUCORi | ianceiiation
(Not
the Art) . s
Necessarily <
: : MCs 32bit ARM Harmonized)
Purely reactive control 1 (Microcontroller) 8bit AVR/PIC
Low Source: B. Vogel-Heuser and L. Ribeiro, “Bringing Automated Intelligence to Cyber-Physical Production Systems
performance in Factory Automation,” IEEE Int. Conf. Autom. Sci. Eng., vol. 2018-Augus, pp. 347-352, 2018.

- The increasing computational power allows smart algorithms and Al in aPS technology

- The hierarchy between Field level and higher levels becomes blurred more and more

- Digital twin from the industry's point of view:

- “Adigital twin refers to a virtual representation of a physical asset or system throughout its lifecycle” and a
“‘Dynamic digital representations that enable companies to understand, predict, and optimize the performance of
their machines and their business”

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 10
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Automation

and Information Systems

Agent based application for Industry 4.0

Technical University of Munich

Agent-based AAS

*Comparison of the loT and DT standards

TUTI

Agent based
decision-making
process

(MAS for dynamic
scheduling)

Agent based Supply
Chain

(addressed by
Supply Chain
Operations
Reference- SCOR)

Agent based
framework, semantic
web technologies
(JaCaMo project)

© AIS TUM

. AAS DTDL NGSI-LD OData STA WoT
( PaSS ve , Re- Resource Description
. Resource Term Asset Interface Entity Entity Thing
a Ct Ive an d Model Type(s) Meta Meta Meta Meta Cross-Domain
i Cross-Domain
P ro aCt' ve type S ) Resource Identification IRI DTMI URI URL URL
» IRDI custom custom
- custom
Type System (based on) XsD custom JSON custom JSON
Geo]SON SWE-standards
JSON-LD
- Resource Interlinking X X X X
Agent based I4 ) O Semantic Annotation X ob X =
Resource Elements
Iang uage Properties X X X X
i Services X X - ol
(addreSS|ng Events X X ae -
V D I /V D E _ 2 1 9 3 Serialization Format JSON JSON JSON JSON
ul RDF RDF RDF XML
. e’ XML Avro
standard, in OPCUA . Protobuf
. . AutomationML
collaboration with  supported kind of Data
geo-spatial - - X X
OVG U ) temporal - - X X
historical - - X -
Resource Discovery
Protocols = - HTTP HTTP
Resou rce agent Querying supported? == - X X
_ Query Language
patte m by M Od el Query Language based on =~ - - custom custom
H geo-spatial queries - - X X X
D rrven historical queries - - X - Of -
: . . Resource Access
E n g Ineerin g - APL Define vs. Describe define - define define define describe
Protocols HTTP - HTTP HTTP HTTP HTTP
»  MOQIT MQTT MQTT
OPC UA CoAP
(KnOWIedgebasea Protocols extendible? = - X - - X
commun |Cat|0n 2 extension under discussion; ? only predefined definitions and only for telemetries, properties, and units; ¢ only explicitly
. N t rf for observed properties and units, possible for everything else via custom properties; d only on service-level; © only property
inte ace1 changes; £ only for observations; 8 not part of standard, only in implementation(s); * y; Abbreviations: CoAP: Constrained
COoO rd | natlon Application Protocol; DNS-SD: Domain Name System - Service Discovery; HTTP: Hypertext Transfer Protocol; IRDI:
’ International Registration Data Identifier; IRI: Internationalized Resource Identifier; [SON: JavaScript Object Notation;
(e{0) ntrol an d JSON-LD: JavaScript Object Notation - Linked Data; MQTT: Message Queuing Telemetry Transport; OPC UA: Open Platform
ommunications Unifie rchitecture; : Resource Description Format; i an ue anguage;
C icati Unified Archi RDF: R Description F SPARQL: SPARQL and RDF Query Languag;
p rocess SWE: Sensor Web Enablement; URL: Uniform Resource [dentifier; URL: Uniform Resource Locator; XML: Extensible Markup
d I Language; XSD: XML Schema Definition.
modu eS) *Source: M. Jacoby and T. Uslander, “Digital Twin and Internet of Things—Current Standards Landscape,” Appl. Sci., vol. 10, no. 18, p. 6519, 2020
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T Extended comparison of e@wi"
e ich field level control and loT approaches Oag(\-\\\j\e(‘\\l\ T”TI
Asset Administration Shell: AIS-TUM approach
Resource term Asset Thing
Model type(s) Meta Meta
Resource identification IRI, IRDI, custom URI

Type system (based on) XSD: XML Schema Definition

Resource
Description Resource interlinking and
. ) Yes
semantic annotation
Resource elements (properties,
. Yes
services, events)
Serialization format JSON, RDF, XML, OPC UA, AutomationML
Protocols Under discussion: HTTP
Resource
Discovery Under discussion and no standardized:
Query Language based on SPARQL
API: Define vs. Describe API definition
Resource
Access Protocols HTTP, MQTT, OPC UA, AMQP
Protocols extendible? Yes

Types of interaction of AAS:

Categorization Passive, Re-active, Proactive

Types, classes, typos, etc.

Representative
MAS
implementation

Resource agent (RA) modules:
Coordination process + Communication interface +
Resource access + Knowledge Base

Selected agent-based application
and its components

JSON, JSON schema

Yes

Yes

JSON, RDF
No standardized: HTTP, CoAP, DNS-SD, OData

Under discussion and no standardized:
SPARQL

API description

HTTP, MQTT, CoAP

Yes

Types of interaction affordances:
Properties, Actions, and Events

JaCaMo dimensions :
Agent + Organization + Environment

*Source: M. Jacoby and T. Uslander, “Digital Twin and Internet of Things—Current Standards Landscape,” Appl. Sci., vol. 10, no. 18, p. 6519, 2020

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 12
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T on Systems Network Architectures in CPPS TI.ITI

Technical University of Munich

Distributed Control Centralized Control

1
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1
/ Move To WP \4— —————————————————— A : _________________________
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. \ 50ms ] I 1 | e AlCam outStream Byte[ ]
Central' Camera : : ' A Al GripperToXplus Bool :
H A|Gri ToXmi Bool
control functions concentrated c o Cam_sample] HRT2 N !
. . —HPK e ey A| GripperToZminus | Bool I
in one central control unit P s (e ||| AlGripperPump —[Bool | !
1x | X |«—{[Cam inStream __[Byte[] ] : : ! A[Convi1ToXminus _ [Bool :
T» A grippeqoiplus goo: o i— ———————————— »| A|Conv2ToXplus Bool |
. Module 1 - PLCL AlGripperToXminus | Boo [ A|Conv2ToXminus | Bool |
Decentral . A|GripperToZplus | Bool I | ! Al ConvToXplus Bool |
. .. P A S A|GripperToZminus | Bool | : | | AlConvIoXninme Bool |
control functions divided onto LK folpeRue Bl |1y : AlPushfextend [Bool | |
ripperAtXplus 00 1 -
. 5x | 8x ERBCerA ool I | »| A|Pushiretract Bool |
several control units SlCrpperAtid____[Bool ] ) | ! AlPushZextend  [Bool -
S| GripperAtXminus | Bool |
T— S| GripperAtZplus Bool : : : : A|Conv1ToXplus Bool : |
S| GripperAtZminus | Bool [N | A|Push2retract Bool !
H- h- I Module 1 - PLC2 :garmgonvg SOO: : : | 1| P | A | | S | |:
. art Oonv. 00| —
lerarchical: p A S S|PartAtStorage Bool : : . : L S|Cam_inStream Byte[ ] 4‘:"
. . 1 S| GripperAtXplus Bool
A|ConviToXplus Bool 11 |
central coordinator, controlling LR AlConToxmins oo | |1 | | 1S 6x [ 23x S[GripperAiMid__—[Bool | |
. . 4x | 4x AlConv2ToXplus Bool o | J\ S|GripperAtXminus__| Bool I
distributed control nodes AlConv2Toxminus _[Bool | || | | S[GripperAtZpius[Bool | !
S[PartAtConv1 Bool : : ' | S|GripperAtZminus | Bool :
S[PartAtConv2 Bool L 1 : S|PartAtConv1 Bool |
S|ControlKey1 Bool N S[PartAtConv2 Bool
eh S|Gonfiolity2 Bonl e : S|PartAtStorage Bool :
I
AlConvToXplus Bool |« || : | S|PartAtConv1 Bool |
8 :gonr\]/:ll'o)imlzus goo: - : 1 | S|PartAtConv2 Bool |
X » [ AlPushreiract Bool ] | ! ! SleontiolKGyi il :
A|Push2extend Bool Lol : I S|ControlKey2 Bool |
A|Push2retract Bool : : | | : | S| Push1extended Bool |
Module 2| s[Push1extended Bool | [ : | | : S|Push1retracted Bool |
S|Push1retracted Bool | : 1 | I S|PartAtPush1 Bool [+,
P A | S|PartAtPush1 Bool —'f—— : [ S| Push2extended Bool : |
S|Push2extended Bool S|[Push2retracted Bool |
L ETH S|Push2retracted Bool : : : : ) P:ftAtlrfu;iCZe ngl - I
5 _ |
Inspection C 6x 110 S[PartAtPush2 Bool I ' | Iy
Station X X [ S|PartAtStorage1 Bool 1! : | l S|PartAtStoraget Bool 1
t [S[PartAtStoragez_[Bool ] 1! i | : S| PartAtStorage2 Bool 1
S|ControlKey1 Bool I: 1 | I S|ControlKey1 Bool Iy
S| ControlKey2 Bool :| H | Lo S| ControlKey2 Bool : : |
Stop Conv |: : : | - a1 :
__________________ o e — —
____________________ o e EEEEEEEEEERS J

Source: Hujo, D.; Vogel-Heuser, B.; Ribeiro, L.Towards a Graphical Modelling Tool for Response-Time Requirements based on Soft and Hard Real-time Capabilities in
Industrial Cyber-Physical Systems. In: Journal of Emerging and Selected Topics in Industrial Electronics (JESTIE).
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and Information Systems Modeling Timing behavior in agent-based CPPS 2, %’?TUTI

Technical University of Munich O/‘ J/fé

Goals i . . K4
Modeling timing behavior of: "¢,
» Supporting decision for developing an agent-based CPPS i Cc;mgmtlmilcagtjion Vi /&’%ﬁ\fb

 Supporting evaluation of brown field agent-based CPPS - Cycle Times (Hardware) Y
Notation for time related behavior of hard- and software: - Load (Hardware / Software)
« Heterogeneous Architecture - Physical Behavior
—~>Micro Controller + PLC & Hard- and Software Location of Software
“Best Effort” applications together with hard real-time > Prerequisite for agent-based systems

Hardware View | oftware View
| PLC2 ‘ PLC1 ,‘
N 7 - Grip1 :: Modulet
Software View : Con10 :: Module 1
Sensors: Actuators:
Skills Scl;%g/ —1 Camera | Sensors: Actuators: - GripperAtZplus | - GripperToZplus
- -PartAtConvi  |-ConviToXplus <= ==+ =" S = + - Gripp: S -GripperToZminu
Camel |- Internal Times A S | - Conv1ToXminu: -GripperPump
Came2 |- SetoGo: 1ms | ETH = e Description: Waiting for workpiece and
CotoAo: 0.5 ms am_\n am | | accepting workpiece Description: Picking up a workpiece|
D 9
S[Cam_outStream - ——~— | | with the Gripper
A1 © 1x | 1x S i Srles 4
Max SLOC/CYCLE: [ | SLOC/Cycle: 4 Cycles: 12+n
A|GripperToXplus [N SLOC/Cycle: 8
. Module +PL A|GripperToXminus [
[A[Flashlight A|GripperToZplus : | Con2+Tran0 R —
(sIimageSensor _ [Double} P 2 pperToZminus I : | 4 cycles Con21 :: Module Grip4 :: Module1 Grip3 :: Module1
LK ETH pperPump [ GripaCon21
Software View c sSG Yol [N Sensors: Actuators: Sensors: Actuators: Sensors: Actuators:
5x 8x HPRErALXDILL [ | - PartAtConv2 4 cycles -GripperAtXplus | - GripperToXplus - GripperAtMid | - GripperToXplus.
skills | SLOC/ S|GripperAtMid [ ~GripperAtMid | -GripperToXminu - GripperAtXminus-GripperToXminui
Cycle ? S[GripperAtXminus |
Grip1 8 | S| GripperAtZplus : 1
Grip2 8 2 Sllagizid Zminus \ : | Description: Gommunication with | . Description: Moving gripper to Description: Moving gripper to middie
Grip3 5 8x [ s DZHA:gg:z; I module 2 - Conveyor2 position
Gripd |5 S[PartAtStorage il | Cycles: 5+n I Cycles: 4+n Cycles: 4+n
Grip5 |5 P A S o TToy0l i : I SLOC/Cycle: 9 SLOC/Cycle: 5 sLoC/Cycle: 5
onv1ToXplus .
Max SLOG/CYCLE: 8 LK ETH AlGonviToXminus . v
----C A|Conv2ToXplus ! N
: o 4x | 4x A Conv2ToX|l')ninus : : | Con22 :: Module1 Grip2 :: Module Grip5 :: Module
Software View Module +PL
! S|PartAtConv1 | Sensors: Actuators: Sensors: Actuators: Sensors: Actuators:
skills | SLOc/ Pf\ : S|PartAtConv2 | : -PartAiConv2 |- Conv2ToXplus . - GripperAtZplus |- GripperToZplus _GripperAtXplus | - GripperToXplus
Cycle | (Absinth) | //Com_Mod2| SRT s[ControlKev1 I | — - PartAtPush1 |- Conv2ToXminu . 1 - GripperAt ipperToZminu ipp ipperToXminu
e s - coez — | I
|
Con20 9 A|ConvToXplus = Description: Transferring workpiece] to Description: Laying down workpiece Description: Moving gripper to
Con21 10
on 1 A[ConvToXminus : : | | module 2 . Conveyor 1
! AlPush1extend ! N
Max SLOC/CYCLE:14 v »AlPushiretract | [ [ Cycles: 9+n - Cycles: 10+n Cycles: 4+n
) A S B : : | SLOC/Cycle: 10 * === SLOCICycle: 8 sLoC/Cycle: 5
p 1 ————— e — e
A[Push2retract [ |
Software View }—I LK ETH S[Pushiextended : : [ LGS T Tren3Came] N[0 o
' (" TranoConzz ™\
‘ sLoc/| PA C 6x | 10x S zush1retracted P Y, Tran0Con22 2 cycles J
Skills | ycle | (Absinth) Module 2 S ke 1 Comet -
odule S|Push2extended H [ > Tran0 :: Module2 Tran3 :: Module2 amet :: Camera
Tran0 |6 S[Push2retracted 1 : | I - -
Tran1 |10 S|PartAtPush2 I Sensors: Actuators: Sensors: Actuators: Sensors: Aduators
Tran2 |6 PartAtStorage1 AR -PartAPusht | -ConvToXplus | -PartAtPush1 |- ConviToXplus Nb o L TRGEENSO rashiig
Tran3 19 PartAtStorage2 g - ConvToXminus > - - Conv1ToXmint
ran ControlKey 1 Vo | -Cam_outStream -Cam_inStream
Trant 10 ControlKey2 1 :
Pusht |4 Cam_SampleiRT: Stop ConWRTY, =" """ _ [ | Description: Answering module 1 and Description: Moving workpiece to ﬁeﬁ;""h‘:“ Taking Foto and control
Push2 |6 | 331 5ms : : | accept workpiece pusher 2 and trigger camera lashligl
Max SLOC/CYCLE: 25 = S Sl Cyen 5 Cyclos 4vn Cycles:
U M o] I | SLOC/Cycle: 6 SLOC/Cycle: 19 stoc:
I |
________________________________________ .

Source: Hujo, D.; Vogel-Heuser, B.; Ribeiro, L.Towards a Graphical Modelling Tool for Response-Time Requirements based on Soft and Hard Real-time Capabilities in
Industrial Cyber-Physical Systems. In: Journal of Emerging and Selected Topics in Industrial Electronics (JESTIE)..
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Automation
and Information Systems

Technical University of Munich

( D
Possible production time
\ J
g Losses due to |
Real production time unplanned
L shutdowns )
4 Ny
Theoretical output / performance
\ J
4 N
Losses due to
Real output / performance changing tools,

L batches... )
( N
Possible production / quality
. J
s Losses due to |

Real production / quality rework,
L defective goods... |

Increased Overall Equipment Effectiveness (OEE)

TUTI

* self-aware
* self-recovering
* self-restarting

Availability

losses

Effectiveness

[
Power
losses
\_
f
Quality
losses
\_

loss

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Automation
and Information Systems
Technical University of Munich

Restart(ability): to resume execution after a failure, using status and results recorded at a
checkpoint. (source: IEEE glossary)

Restartability and Recovery to increase OEE

Recovery: includes error correction and restart:
« correction is the process of removing the original problem (the fault) and correct its
manifestation (the error),

TUTI

» restart is the process of moving the system to a normal state. (source: Andersson et al. 2010)

Top-level Benchmark for Resource Dimension
= - 0 oller Recove
CA - CA C.
|Level3 Reconfiguratio
- c e Re c Al
|Level2
d OlCIc e (O

C CA .
| Level1
O Or11€

jZi** 3 olerance O

Leveld  sensor ensors and actuato
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Automation Adaptable Factory (AF) in case of fault
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Pusher Il Pusher |
Sensor SenMsor ﬁ
LS1 LS2 l LS3 l
@ ® ‘ driston=10mm
—>l—

@" <« 100mm , 50mn, 100mm  , 50mm,

/ [

Ramp I Ramp |

- vConveyor

« Sensor LS3 is faulty = no value
* Pusher |: when to push?

Fault Handling

» Keep processing even without sensor
LS3

« Calculating the point of time, Pusher |
has to push

» Calculation via time and speed

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Automation Problem: Tolerance range for virtual sensor T”Tl

and Information Systems
Technical University of Munich

S Pusher Il Pusher |
Sensor ensor —  —~S8ensor ﬁ Failure:

LS1 LS2 l LS3 l
X X ® - Jdeisn=10mm « | 33 >a weak or impermissible signal

- e Pusherl > [ | t ti h
 100mm _, H0mm, . 100mm <50mm, y usher | =no signal to active pus

Ry -- Conveyor
[\ R .
L§2/ \ L,, LS, Error handling:

Ramp Il Ramp | «  Error detection and agent remediation
Probability « Virtual substitute value calculation
\  Replacement value compensates
optimal Fluctuations
I | | | ! | | | £, Error or deviation in speed
Avconv
ALRoute - L23
Time Vconv
ALgy = ALgens. + ALgeqcet + ALgoute
m= ! >
Positi
ostion t—ty = — ready to Push
Online operating Veonv.
Can ejection be guaranteed safely? t, = time — LS detects workpiece

Current fluctuation influences speed

Solution: Move conveyor slowly in the piston area t = timer starting with conveyor

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 19
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Automation Problem: Tolerance range for virtual sensor T”Tl

and Information Systems
Technical University of Munich

S Pusher Il Pusher |
Sensor ensor —  —~S8ensor ﬁ Failure:

LS1 LS2 l LS3 l
X X ® - Jdeisn=10mm « | 33 >a weak or impermissible signal
T 100mm _, S0mm, 100mm <50mm, ---« Pusher | =no signal to active push
i --- Y Conveyor
[ , .
|_§2/ \|_23 LS, Error handling:
Ramp i Ramp | « Error detection and agent remediation
Probability « Virtual substitute value calculation
\  Replacement value compensates
optimal o Fluctuations
! ; | | | | | | £, Error or deviation in speed
Avconv
ALRoute - L23 v
Time conv
ALqy = ALgens. + ALgeact + ALgoute
@ | >
Positi
oston t—ty = — ready to Push
ALg.,s = Error created by sensing Veon.

ALgegct = Error created by actuating to = time — LS detects workpiece

ALpyyse = Error created by fluctuation in speed = timer starting with conveyor

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 20
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Additional Constraints with OCL

Define the additional constraints to avoid system malfunction:

- Due to the uncertainties of the calculation = only the previous sensor is considered

TUTI

- What if the previous sensor is faulty / can only provide a weak or impermissible signal
—->No correct and reliable calculation for the current sensor value
- To annotate this additional Constraint, the following term is declared

Sorting all sensors by position J

~ LS1 | LS2 | LS3 | V o,
context Conveyor Module |V LS1 | LS1 | vLS2 | vLS3
inv: x-> self.LS -> sortedBy(Position)
x[n-1].Signal < 2 implies x[n].Signal > 2 LS2 LS2 | vLS3
\ >
Define Array “x” LS3 =38
) Veony. vLS2 | VLS3 | Vo,
. . . “}nsor 3 " =
If the value of previous sensor (x[n-1]) is defect (signal <2) supporting |~
—> current sensor (x[n]) has to be intact ensor AL
\9 otherwise the system is not functioning anymore y
Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 21
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Knowledge base:

Contains knowledge of the
system, and the behavior of the
system and the environment,
e.g. physical behavior,
restrictions, layout, speeds, ...

« tis the time starting from
the beginning of the
conveying process

* t,is the time when the
Sensor LS2 detects a
workpiece

« L is the difference between
the positions of two sensors

(here Sensor LS2 -
Sensor LS1)

*  Vconv. IS the velocity of the
coveyor

Agent:

« Agent makes decisions
based on knowledge base
and process image

« Agent controls Diagnosis
Program

Agent’s knowledge base modeled as Parametric Diagram

T

Knowledge Base

context Conveyor Module
inv: x-> self.LS -> sortedBy(Position)
x[n-1].Signal < 2 implies x[n].Signal > 2

L[L23] . mm <<B|0Ck>>

( <<ConstraintBlock, SoftSens>> ) m1: Mqtor

vLS3 : VLS
{ detected = true if t-t, =L /V,,, }
(] L:mm Veony, - MM/s [
\ []t:s th:s[ ] )
N AN\
<<Block>> <<Block>>
-

t1 : Timer :'_ L LS2: LS

Integration into Agent System

4.

Replacement
values
representation

1. Read
sensors and
actuator

3. Search by
substitute
values

5. Run the
“normal“
program

2. Sensor-
check values

Process Control

Program

Process
Image

Diagnosis

Image Program

N

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Code generation from Parametric diagram to

<<Block>>
m1 : Motor

implement agents’ knowledge on PLC for runtime

Table of soft sensors

~

] Ly :mm
4 <<ConstraintBlock, SoftSens>>
vLS3 : vLS
{ detected = true if t-t, =L /V ., }
> ] L:mm Viony. 1 MM/s
\_ []t:s th:s[ ]
A\ It
| l <<Block>>
<<Block>> LS2:LS
t1 : Timer

LS1 | LS2 | LS3 | V_,
LS1 LS1 vLS2 | vLS3
LS2 LS2 | vLS3
LS3 LS3
V., vLS2 | vLS3 | V...,
Real sensor Supporting
information

Virtual sensor

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Automation Control Agent in Sequential Function Chart (SFC) T”Tl

and Information Systems
Technical University of Munich

Agent
Modul Fault Modul _
measured DIaQHOSIS handling | Control manlpulated
variables
dyn. redundancy reallzatlon
SFC of the Resource agent
Kn%\zfsge optimization Planning
Init (Environment) analysis Strategy
= ] status and error interaction with
L ind.agent>0 message other agents
Bran.. | Resource agent
Data_Rel.. Post_proc..
E
| data_available
'—[—' —_
Knowledge... Diagnosis Plan Control

—— Reget

‘|.“/ Inlt

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems

Source: Andreas Wannagat. Dissertation 2010

24

© AIS TUM



Automation
and Information Systems
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Structural Model

Behavioral Model

Model = Code

Class-Diagram

<<class>> <<class>> <<class>>
Fach Packstationssteuerung 11 Displa
Fachgrale: int ~ Status_Packstation: String [T Anzeigesprache: sting
- Fachposition: int - Benutzer: String Helligkeitsstufe: int
Follstatus: bool - Benutzer_hat bool Auflésung: int
~ KundenID: int ¥ Verbindung_aufbauen() F Nachricht_anzeigen()
+Fach_afnen() + Packstation_herunterfahren() + Tousheingabe_erkennen(

+ Fach_verschliefien()
+ istVerklemmt(): bool

+ Wartung_durchfihren()
+ Softwareupdate_installieran(y 1
+ Toucheingabe_verarbeiten()

P
1 P
A verwaltet ? W verkni)
1 1 l l 1 1 J 1
<<class>> <<class>> <<class>>
Fachverwaltungssystem Authentifizierer i
‘Anzah|_Facher: int KartenPIN: int - Bedienungsfehlermeldung; String
Anzahl_belegte_Facher: int eingegebenePIN: int - Paketmeldungen: String
Anzah|_freie_Facher: int Z bool - Kartenanweisung: Strin

+ PiNs_vergleichen ()
+ Zugrif_freigeben()

+ Steerung_Nachricht_(bermittein()
+ Fach_aktivieren()

+ passendes_Fach_suchen() |

Declaration Section

typedef struct Lager_s {
int WS_vorhanden;
MATERIAL Material;
HELLIGKEIT Helligkeit;
Zylinder Schiebezylinder;
Sensor Sensor_opt;
Sensor Sensor_kap;
Sensor Sensor_ind;

} Lager;

typedef enum {Aluminium, Kunststoff} MATERIAL;
typedef enum {hell, dunkel} HELLIGKEIT;

int Lager_ WS_vereinzeln( void ) { /*...*/ }

MATERIAL Lager_WS_analysieren Material( void ) { /*...*/ }
HELLIGKEIT Lager_WS_analysieren Helligkeit( void ) { /*...*/ }
void Lager_Notaus( void ) { /*...*/ }

int Lager_Init( veid ) { /*...*/ }

Activity- and State
Diagramm

Offne Fach

(Login [Paket da]
erfolgreich;

Login fehlgeschlagen]

Kundendaten .
abfragen

Intention = Paket abholen]

{Paket nicht da]

Intention = Paket aufgeben]

Displayausgabe:
Aktion i

{

moglich”

Gffne Fach

ote
Fuchiro i< >—lsachnicht e

[Fach frei]

Bezahle
Versand

[Bezahiung
erfolgreich]

Registrere.
Paketeinlage

[Bezahiung fehlgeschiagen]

ich_frei == false}

SchiieRbereich blockiert )
Ldo/ anzeigen ("Bitte SchlieBbereich frelmscher\.")J

[SchlieBbereich_frei == true]

[SchlieBbereich_frei == false]
&& [after 2min]

[Tirkontakt== false] Tiir schlieBend

& [after 30s]

Wartung notwendig

entry/ SignalTon_ausgeben()

entry/ benachrichtigeTechniker()
do/ Tur_schlieBen()

do/ anzeigen("Fehler!")
exit/ sende Fehlerprotokoll()

[Tirkontakt == true]/anzeigen(, Danke fir Ihren Besuch”)

Fehler behoben [Tirkontakt == true]

Implementation Section

/ /VERARBEITUNG
switch(iStatelID)

/*Hier wiirde Implementierung der ersten States
stehen*/
case 5: //Kran bei Lager
//ausgehende Transition
if ( iSGreiferUnten == 1 && iSGreiferOben == 0)
{
iAGreiferNachUnten = 0; //Exit Action
iStateInitial = 1; //fur néchsten State
if (iSLagerInduktiv == 0) //State wechseln
istateID = 201;
else iStateID = 101;

break; //Verlassen des States
}
if ( iStateInitial == 1) //bei Betreten
{
iAGreiferNachUnten = 1; //Entry Action
iStateInitial = 0;
}
//Wenn vorhanden, hier noch "Do Actions" einfiigen
break;

/*Hier wirde Implementierung der nidchsten States
stehen*/

Program

‘ Forderband ‘

‘ Sortieranlage ‘
T

***** Prafen, ob Bauteil
magnetisch ist

ait

Bautell 20

Stapel “Nicht
magnetisch

fahren

Magnetisch

Prifen, ob
Bauteilblau st

Bauteil zu Stapel
"Magaetisch und
nicht blau" fahren

Bauteilzu Stapel
"Magnetisch und
blau” fahren

© AIS TUM
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Sensors

AF- Model-based fault recovery with agent — Level 0

TUTI

Intelligent software component

Diagnosis Module

actual position

Time

« Evaluation of = —

sensors values

i I A |
 Execution of e ¢ ¢

failure diagnosis "

Diagnosis Control
Module Error Module
Handling
l dyn. Redundancy ExecutionT
Optimization

Knowledge - - Planning
Base Module
| NS S S—
State-and failure Interaction with
messages other.agents

Knowledge Base

Models of the agents’ local
knowledge

Alarm data

Control Module
Control of the plant module
or other sub-agents

Extend() ]

Retract() |

FB_
Separator

actions:
ToggleSeparator()

Dynamic Reconfiguration

( M1 e d/dt

o

Ontology

181 )

i

=4

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Application in process control

AF- Model-based fault recovery with agent — Level 0

Knowledge Base (SysML-based)

Dynamic Reconfiguration

M1 d/dt
q
Jdt

LB1 LB2

Sortlergenauigh &t

gsart
| aL=
- ErEtr A L §
TRt § Sort
{omart - g ol =

e T P e Py Py |

CiLiniTy

: Lichtachranks |

B CAD file

TIOM §AB RF

TUTI

P&ID file ]

=
1
( o\l
002 _Ju ”tﬁ,_wmx_ @D
T+ m_l‘ugso Ry
T

POOL

S
01-100-PEN

ISR
\_oons /

Compiler [

Templates referred to the MOFM2T-standard

Dimension Sensor data
v
Knowledge
Base
<>
1 o80%h | AF= F.in — Fout
2 AV=(1-80%)+I*wh
F.out At = AV/AF
ADR(A1.out) ADR(A2.out) ADR(B1.out) ADR(B2.out)
ADR(VA2.out)
ADR(VB1.out)
ADR(VB2.out)

Implementation of redundancy matrix

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 27
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Automation Agent design patterns for AF- fault recovery — Level O
and Information Systems VDI/VDE 2653 part 4 (Draft) m

Technical University of Munich

| Criteia |  Descripons || wannagat's Resource agent Resource Agent ——
Pattern Favorable function patterns: . f - i
. o Reliability (fault-tolerance) KBl
category e.g., increased flexibility — Planning Module _f«-Csiaizie Kn(;v;lseedge .
MAS for faulty sensor or actuator oo |
Pattern type Name of the pattern type identification in automation : !
syStems R A - i Implementation CP g:zi:](iﬂfancy E
Pattern name  Name of the MAS pattern Agent@PLC i
Pattern ComLoglc s;tru(;:turetgwhlct’:t Flgur (4) main m?du(ljzs are |g :)he H ] control Module Diagnosis | |
deseription ponents does the pattern esource agent, addressed by _—CI Module 5
contain?) patterns: Cl, CP, RA and KB 1 |
Context/area of Application context aPS el s:us - e Inl:rge%:on ——————— i
application of the pattern
MAS- Approach for realization of Il-lybrldl- pattg{g rgri)lafes fat;l/;tly:/)E == _ , o
architecture the agents’ behavior valve value witn vi _ua one, Physical Environment
calculation
Solution CIEPIIEEY CLTEIE O Gt See Figure Cl: Communication interface; CP: Coordination Process;
MAS-Architecture
S —— KB: Knowledge Base; RA: Resource access
l?:sv; :nge RO I3 0 | WO DeEE OOP and SysML Y
processing stored? Models, rules, etc. . ‘TI =
Learning 8 —— ) \ooL/
/knowledge Methods and techniques Possible, f||ter||ng wrong valve A
acquisition HEllEE 8
. MAS technologies for E>' 80%h
Implementation .. IEC 61131-3 :
realization, e.g. languages F.in
Real-time Timeliness and concurrency x s
properties requirements P
|
. Requirements towards e <
Dependability availability, security / ©
Autonomy/independence in Half-half dependable—individual Multi-agent systems in industrial automation (Griindruck):
MAS-autonomy decision making agents replrestent _{:\nd control Selected patterns for field level control and energy systems,
plantunits VDI/VDE 2653 Part 4, VDI/VDE, Berlin, Mar. 2021.
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Automation
and Information Systems

Technical University of Munich

Increase Overall Equipment Effectiveness (OEE)

TUTI

r \ ¢ self-aware ~
Possible production time * self-reconfiguring
 self-recovering o
\_ J o self-restarting Avallablll
g Losses due to | losses
Real production time unplanned
L shutdowns |
4 ) 4
Theoretical output / performance

\ J Power
: Losses due to | losses

Real output / performance changing tools,
L batches... p
r ) 4

Possible production / quality

\ J Quality
g Losses due to | losses

Real production / quality rework,
L defective goods... | \_

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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)

Operator Assistance using Agents for Alarm Patterns

Alarm data

\ S0
\ OO/ \
N P
— inform ﬁﬁéﬁ il Process intervention muarlT;E e
e e T e e j
Optimization point
>t
— Real actual value — - Real actual value after optimization
— Estimated actual value — - Estimated actual value after optimization
Alarm Analysis
_ _Notification _ _ _
— 3l Criteria Based | | Lists Pattern | _ _ _Notification Post-Processing /
I Pre-Processing — Recognition Sequences Significance
| Unknown | T
| Streams | }
| ) Pattern Transition Functions ngniﬁcanf‘ Notification Sequences
I } "
p | Agent . v I v
Sl gr» > attern . Known Filter / Verification / | P
= g < < | Verification / _| rocess Expert/
3 ¢ |dentification »_) SHGETS Pl Classificator Pattern Results = =~ Operator
g| @ (Automata)
5 2 A
I
Z| B
z
Process Control System (PCS . I
I ¥ ¥ ( ) Critical Notification|Sequences \ Acknowledgement
I g h 4 |
| o
| Alarm Management Notifications A viuaitzation o . =
(D System Operators* Input A < Monitoring / Intervention =)
(%)
<
A ©
v Legend:
Process / Plant — — — offine
online

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems
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Automation Operator Assistance using Agents for Alarm Patterns T”TI

) | Alarm data
QL= /

%0

p— l——/ :
Information Model Ti] cess interve t

Pump
malfunction

25

E.g., Similarity
analysis with
clustering

"
Alarm sis
Notification -
= Criteria Based |J | Lists Pattern | _ _ _Notification —> Post-Processing /
I Pre-Processing — Recognition Sequences Significance
| Unknown | T
| Streams | }
| ) Pattern Transition Functions ngniﬁcanf‘ Notification Sequences
I } "
gl Agent v I v
[u]
Sl gr» > Pattern . Known Filter / Verification / | P
Pt i < > L | | Verification / _| rocess Expert/
2 : i '?:S:gﬁaatt'z; aY. Streams Classificator Pattern Results < =2 sFication Operator
c
5 & 3
' [
€ ¢
Z| é
Process Control System (PCS . I
I ¥ ¥ ( ) Critical Notification|Sequences \ Acknowledgement
I g h 4
| o
| Alarm Management | Notifications 2l Viensizati o ) =
o System ~3 Operators' Input 2 isualizalion ¢ Monitoring / Intervention =)
]
<
A ©
v Legend:
Process / Plant — — — offine
online

source: Vogel-Heuser, B. et al.: Criteria-based Alarm Flood Pattern Recognition using Historical Data from Automated Production Systems (aPS). In: Journal Mechatronics, 1-12, 2015. — in press
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Automation Technologists’ and Operators’ expert knowledge
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Technical University of Munich

Expert Knowledge
through Interviews

=> Mental Models representing the cause and effect
relation of process and quality parameters of aPS

Cause-Effect Graph (Excerpt)

Process parameter 1

4" [....3.655]

Process parameter 2

Process parameter 3
Process parameter 4

*+ positive relation " Confirmed by data analysis

== negative relation ( ) Not (yet) confirmed by data analysis

Temperature S€NSOr 3

Temperature

sensor 1

Initial
Material l \

Temperature
sensor 2

/ Temperature

sensor 4

Final Product:
measured in
laboratory

Source: B. Vogel-Heuser, V. Karaseva, J. Folmer, . Kirchen. "Operator Knowledge Inclusion in Data-Mining Approaches for Product Quality Assurance using

Cause-Effect Graphs,” in 20" IFAC World Congress, July 2017.
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Agent with embedded expert knowledge

Expert knowledge — mismatch with process data

TUTI

Agent analysing data (online), using offline
design models to predict quality parameter

Expert Knowledge
through Interviews

=> Mental Models representing the cause and effect
relation of process and quality parameters of aPS

Cause-Effect Graph (Excerpt)

Process parameter 1

(o) g
& [0 5 3.655] g ]
I Quality 1 r
Process parameter 2
(o)
o e ] L e e T ]
Intermediate 1 1

Process parameter 3

Process parameter 4

Data Mining

Logistic Regression

B; S.E. Sig.
[absolute term | -44.379 3.225
Process parameter 1 0.041 0.405 0.920
Process parameter 2 12.285 0.987 0.000 |
Intermediate 1 0.256 0.350 0.507

S.E. = Standard Error, Sig. = Significance

QualityI>max

Decision Tree ode 0

% n
0 56.946 578
1 43.054 437

TOm100.00 1015
e

Process
parameter 2 \
I
T e T
(3.585, 3.655) >3.655 |
1

[ T
<3.423 (3.423, 3.585)
1 1

+ positive relation

== negative relation

\ Confirmed by data analysis
() Not (yet) confirmed by data analysis

node 1 node 2 node 3 node 4
% n % n % n % n
0 87.685 178 0 64427 326 0 32,536 68 0 318 6
1 12.315 25 1 35,731 180 1 67,464 141 1 93,814 91
total 20.000 203 | | total 49,850 506 | | total 20,591 209 total 9,557 97

Source: B. Vogel-Heuser, V. Karaseva, J. Folmer, . Kirchen. "Operator Knowledge Inclusion in Data-Mining Approaches for Product Quality Assurance using

Cause-Effect Graphs,” in 20t

IFAC World Congress, July 2017.
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Expert knowledge — mismatch with process data

Expert Knowledge Acquisition
through Interviews

=> Mental Models representing the cause and effect
relation of process and quality parameters of aPS

Cause-Effect Graph (Excerpt)

P5 1}

Process parameter 1

&' [....3.655]

Process parameter 2

» Data only show a specific selection of
parameter combinations

» Data analysis cannot show true correlation
of parameters

Process parameter 3
Process parameter 4

#* positive relation ~ \  Confirmed by data analysis

== negative relation ( ) Not (yet) confirmed by data analysis

Source: B. Vogel-Heuser, V. Karaseva, J. Folmer, |. Kirchen. "Operator Knowledge Inclusion in
Data-Mining Approaches for Product Quality Assurance using Cause-Effect Graphs,” in 20t IFAC
World Congress, July 2017.

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Autom

Source: |. Weil3 and B. Vogel-Heuser. "Assessment of Variance & Distribution in Data
for Effective Use of Statistical Methods for Product Quality Prediction,"
Automatisierungstechnik (at), vol. 66, no. 4, pp. 344-355, Apr. 2018.
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operation <

\

K I d \\ > design >
nowile 9\\ Model evolution

\
\

\
L \\ on differen
Information \\ levels

\
\
\
\
' l \
\
/\

Data
A fe ()

rb design
<
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Automation AAS of the xPPU

and Information Systems
Technical University of Munich

TUTI

Agent type Information AAS concept Definition (Plattform 14.0, 2020)
Resource capabilities Capability “Implementation-independent potential of an Industrie 4.0
component to achieve an effect within a domain”
Description of costs, Submodel, properties  “Models which are technically separated from each other
RA objective function and which are included in the asset administration shell”
RA parameters, variables, Submodel template “Specification of the common features of an object in
status information sufficient detail that such object can be instantiated using
it”
Product features Submodel, properties  c¢cp. above
Mapping product features  Capability cp. above
PA onto production processes
Static parameters; Submodel template cp. above
variables; production status
AAS of plant module Reference to a module AAS of product

->Crane

4 m "Capabilities” [IR]. https://example.co

[ "Lift"

4 m “Properties” [IRl, https://example.com,

“Schedule”

—->Workpiece

4 @-um- [IRI, https://example.com/ids/

Im “Identification” [IRl, www.company.c

4 Im "Tasks" [IRI, https://example.com/ids

4 m “TasksToDo" (3 elements)

m “Stamp”
i “GluewP"

m "Destination™ = Ramp5

[ n o - I T NS O L)

Source: F. Ocker, C. Urban, B. Vogel-Heuser and C. Diedrich. "Leveraging the Asset Administration Shell for Agent-Based Production Systems," in 17th IFAC

Symposium on Information Control Problems in Manufacturing (INCOM), Elsevier, Jun. 2021.
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Automation
and Information Systems
Technical University of Munich

|4.0 scenarios’ gap
VDI/VDE 2193-1: Vocabulary of the 14.0 language UM

Gap

Machine executable and semantic
unambiguous abstraction of the real world

Solution

Extending the interoperability by standardized
14.0 language among multiples 14.0 scenarios
(not only focusing on the traditional Adaptable

factories concept)

Nominal Voltage 240V

—_

Attribute | Value

ID 0173-1#02-
BABS576#005

Version V9.1

Name Spannung

Description

Symbol u

Sl unit Vv

Data type real

Value 240

Valuerange | 0..240

S—

1ISO 29002-5
URL

IEC 61360

A

)

14.0 language Natural language

VDI/VDE - 2193 “14.0 language”

Dialog sequences <,'Z|:tl Design principles and rules of dialogs |

Grammar of SentenCBS{:Z'::] Built sentences out of words |

Dictionary of words <1J:FIndividua] words

; ] VDI 2193-2: Bidding
Interaction protocols " | process

Structure of messages VDI 2193-1: Concept of

Vocabulary of 14.0 an 14.0-Language and

language /\’; message structure

e.g. eCl@ss

Vocabulary

¥ I?eatu res

OPC UA vocabulary
Companion Specification

are syntactical convictabl” e g. eCi@ss

Vocabulary
Reference| according to
IEC 61360

© AIS TUM

[ Sender H ID + Value ]—{ Receiver ]

LNI, Competence Center 4.0 Hannover, Hannover Messe, ifak, AAS networked 06.04.2020
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Automation

ol Informastion Systems Basic System and Digital Twin for Industry 4.0 T”TI

Technical University of Munich

*Management shell (Asset Administration Shell or AAS)

Administration shell + physical object - 14.0 component
provides interface for 4.0 communication

Addresses: access protection, visibility, identity and rights management, confidentiality

and integrity Passive AAS Re-active AAS Pro-active AAS

(standardized format)  (accessible via interface) (14.0 language)

o e —
1 | < N & R

rd

Yy

| i
: : > —O o = ‘\ I}’{:k
| : = A
Pdo b 1 p=mmimmmimmmmy Té AAS B1
! p [ i
ig/olp i
: o i :
4.0 Component . i o
i L ! 14.0 Sprache N
Lo ———_. | go J{= ! g Y
. ] — : —
. . : """""""" Tl g/olp LU/ ! ‘{E
Administration Shell i ¥ :
I = pos |
i : : i AAS C1 AAS D1
| I |
:{z j e {_ do /b
" . p— | E u]
Subject === oL
! ST i
! |
Source: Industrie 4.0 Plattform : S Source: https://www.basys40.de

DotAAS-Details of the Asset Administration Shell - Part 1 The exchange of information between partners in
the value chain of Industrie 4.0 (Version 3.0RC01)

*Source: Platform Industrie 4.0 (2019). Glossary. https://www.plattform-i40.de/P140/Navigation/EN/Industrie40/Glossary/glossary.html
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T o Systems Combining Agents and Digital Twins T”TI

Technical University of Munich

— Multi-Agent Systems — Digital Twins (DTs)
Agent types (Cruz Salazar et al., 2019) Asset Administration Shell (Plattform 14.0, 2021)
* Resource Agent « Passive: exchange format
* Product Agent « Reactive: provide a client/ server interface in
« Communication Agent terms of an Application Programming Interface
« Agent Management System « Proactive: decision-making skills that ensure
the goal-oriented behawor of 14.0 components
Agent architectures in the sense of —

Management

autonomous systems =
ADACOR
Planning Kovalenko -

(product

Supervisory agents)

Communication:

Automation pyramid

Control h ) defes
o i 14.0 language (Plattform 14.0, 2018) defines
Fiekd sensors) o7 compenty, | | MESSAGE structure, interaction protocols, and
e 8D e content (VDI 2193) — similar to FIPA
i : . 4 - Evolution &
1 — Engineering 2 - Deployment 3 — Operation Maintenance
Include information Create links to support Autonomous operation of Feed changes from the
relevant for agents in the communication between the production system shop floor back into the
DTs * Agents and DTs DT

+ Agents and control level
* Agents and agents

Source: F. Ocker, C. Urban, B. Vogel-Heuser and C. Diedrich. "Leveraging the Asset Administration Shell for Agent-Based Production Systems," in 17th IFAC
Symposium on Information Control Problems in Manufacturing (INCOM), Elsevier, Jun. 2021.
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and Information Systems
Technical University of Munich

Automaion 14.0 language messages as IOTA transactions

New Order .. Request Confirmation

validate
recipe

Confirmation Request availabili
Check
Filling level
Prepare Confirmation
bottle

Valve
bottle

Bottle detecte

Fill amount \
Finish Bottle filled \I

Open
valve

Job done  bottle

<
:—| Archive ' D
- order A
Order finished || P Tk EFD"C]“’ ...... O
ol -
il i
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Automaton 14.0 architecture for OCP TI.ITI

and Information Systems
Technical University of Munich

Directory Facilitator (DF)

Agent Management System (AMS)
LAgent Directory Service Directory

» . E F’\gentA: Address A |AgentA: Cap 1, Cap 2 |
%9@ "a&o /. Message Transport System (MTS) <=7~ Customer-3\|
np! |Message Directory | .
\ | Capability 1: Message A, B,C, D, E | S t
A L ,
Service-
ocal Network
ternet
P

Who can transport W

me? / Execution
Who can produce me? Execution Agent = Abeg Filling2
Filling 1 — W)y

Message in JSON-Format (example)

Conve\ror Agent Execution agent
—+Switch Agent

——<sExecution Agent m/{7‘?“
Logistics R\ ]\u
V(E Execuh;ﬂgent \)5}1______7‘\%
\ 4 Switch Agent -

EXGCUtIOﬂ Agent L) Execution agent
\ l 3 Conveyor Agent
Robot -
Starterkit 14.0: http://i40d.ais.mw.tum.de/index/industrie/l/en US ~ -
Source: B. Vogel-Heuser: Herausforderungen und Anforderungen aus Sicht der IT und der

Automatisierungstechnik. In: Industrie 4.0 in Produktion, Automatisierung und Logistik, Springer, 2014.
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"{"Sender":“Sender_ID",
"Destination":Destination_1ID,
,sconversationNo":,,ConversationID”,
"MessageNo" :“Message ID",
"ResponseDueTo":"Answers-until”,
"Purpose" :"CfP,,
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Automation
and Information Systems

Agent-based CPPS architecture

Technical University of Munich

30

CPPS Compound (Multi-Agent System)

CPPS Agent
Management System

Agent A: Adresse A
Agent B: Adresse B

CPPS Message
Transport System

CPPS
Directory Facilita

t\ck

Agent A, Message A
Agent 3, Message D

Agent A: Cap1, Cap2

Agent B: Cap2, Cap3

|

Coordination
| Agent
|

Customer
Agent
7

-

4
1

A\

CPPS ITF

MAS ITF

PLC ITF

/

- CommAgent

MTS

SysAgent

AMS

J

ProcAgent A

CPPS A (PLC)
Prod. System A

MES Agent

DF

AMS

DF

o

Plant Agent B

/|

N

r

Plant Agent

Module
Agent 1

Module
Agent n

CPS B (C#)

Service Provider B

_ \ J
CPPS C (JADKE) CPPS D (C)
Prod. System C Prod. System D

Sensor
Agent
&

\.

~

.

CPS E (C)
»omart Senso

CPS

Demogs/jﬁator A
|

De

2 £

onstrator B

M

Demonstrator C

@ ifak VA

Source: cf. previous slides
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How to use
Knowledge and Learning
in Multi Agent Systems for dependable Field Level Control to

realize Industry 4.0

. Introduction & motivation

. Fundamentals of field level control

. Al for field level control

. Enabling Adaptive Factory and Order

Controlled Production using MAS & DT J{ ‘
. Conclusion and future work M

1/ W‘

’ l”*

nd Summer School on Al for Industry 4.0,
rance, Germany and Switzerland, 2021




Automation

and Information Systems
Technical University of Munich

Goal: development of agent-based applications in automation technology &
development of novel approaches and methods of agent systems

Current Research Foci:

. Agents in the Supply Chain/
REEILETBUITS EIE T Agents in Decisisg I}\lletwork

Learning agents, Al and
(distributed) learning methods
(Selective) information
exchange between agents
(transfer of intermediate
knowledge) & semantic service
discovery techniques

Autonomy & Al

VDI/VDE-GMA Technical Committee 5.15

“Multi-Agent-Systems”

* Agents in production,

(JIT and JIS)
e Architecture to combine the

oriented architectures and
semantics

* Autonomy for the decision
maker

» Other application areas

intralogistics & Supply Chain

concepts of agents, service-

g Vine - Hedliir (g )
SOFTWARE- =
AGENTEM IN DER |
INDUSTRIE 4.0

INDUSTRIAL
AGENTS

“\ -f + [+ Hochschule Augsburg
i niversity of Applied Sciences

Universitat Stuttgart
Germanv A OTTO VON GUERICKE
[ L UNIVERSITAT

MAGDEBURG

R/
RWTH

German Universities

Honeywell

(iﬁﬁneon
FESTO
@ PILZ

GEFASOFT

SIEMENS

THE SPIRIT OF SAFETY

Industry partners

Univ.-Prof. Dr.-Ing. Birgit Vogel-Heuser | TUM Chair of Automation and Information Systems 47

© AIS TUM



Automation Using Design Patterns to migrate to Industry 4.0 TI.ITI

Industry 3.0 | —— Industry 4.0

Technical University of Munich
Enterprise Resource Planning (ERP) >

N1

Symbols legends -

#)Last name

- Number of the author

@ - Number
J~\\  of sub-agents

@ -Sub-agent
RCT - Reaction time
RT - Real-time

R <.

CMC/ RCS/

DMC /QDA /'\DSS /OEE /
MDA

S

RCt >> more time

Increasing amounts of Data

Increasing RT requirements

2 Production process D

Migration from Industry 3.0 to the Industry 4.0. The left side is the automation levels of action for all identified sub-agents. The right side is a proposed “diabolo”
architecture, adapted from AIS-TUM. Abbreviations in alphabetic order, are @: Sub-agent pattern; AMS: Agent Management System; CA: Coordination Agent; CBM:
Condition Based Monitoring; CMC: Collaborative Manufacturing Community; CPPS: Cyber Physical Production System; DMC: Decentralized Manufacturing Community;
DSS: Decision Support System; H: Horizontal integration; lloT: Industrial Internet of Things; KPI: Key Performance Indicator; L: Life-cycle integration; MAS: Multi-Agent
System; MES: Manufacturing Execution Systems; MOM: Manufacturing Operations Management; OEE: Overall Equipment Effectiveness; PA: Process Agent; PHM:
Prognostics and Health Management; QMS: Quality Management System; RA: Resource Agent; RCS: Resilient Control System; RT: Real-time; SAP: Systems
Applications Products; SCADA: Supervisory Control and Data Acquisition; and V: Vertical integration.

Source: L. A. Cruz S., D. Ryashentseva, A. Liider, and B. Vogel-Heuser, “Cyber-physical production systems architecture based on multi-agent’s design
pattern—comparison of selected approaches mapping four agent patterns,” Int. J. Adv. Manuf. Technol., vol. 105, no. 9, pp. 4005-4034, Jul. 2019.
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Thank you for your attention!
We welcome international exchange
students!

Birgit Vogel-Heuser, Ordinaria

» | ehrstuhl Automatisierung und Informationssysteme
ALY
Fakultat Maschinenwesen

» Work@ Munich School of Robotic and Machine
Learning

» Munich Data Science Institute (MDSI)

Technische Universitat Minchen (TUM)

www.ais.mw.tum.de; vogel-heuser@tum.de
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